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Abstract. The accelerated digitalization of the maritime sector has increased exposure 
to cyber threats, calling for the creation of sector-specific cyber resilience strategies. This 
study feeds into the CyberSEA project, an EU-funded research project involving the 
cooperation of partners from eight European countries, each conducting national-level 
research to assess vulnerabilities of maritime cybersecurity and the necessary training 
requirements. The main goal of this investigation is to identify cybersecurity gaps 
existing in maritime systems and to distill lessons from other critical sectors, to inform 
the creation of tailored risk mitigation strategies transferable to the maritime domain. 
The methodology used follows a multi-stage approach. Desk research was conducted by 
each national partner to outline the current cyber threats in maritime environments 
along with the existing defense practices. This was followed by a comparative analysis of 
cybersecurity practices taken up in sectors such as finance, education, healthcare, and 
logistics. Furthermore, a focus group of cybersecurity practitioners from partner 
countries was consulted to validate the findings and place risks relevant to the maritime 
sector. Finally, a modular training program was designed to fill the gaps identified. The 
findings indicated ongoing weaknesses in shipboard networks, port facilities, and human 
factors. The findings reflected, in particular, that while technical safeguards are available, 
a significant lack of cyber awareness and scenario-based training of maritime personnel 
persists. Lessons from other sectors highlighted the value of proactive threat modeling, 
regulatory harmonization, and continuous training activities. The study ultimately argues 
that enhancing maritime cybersecurity requires a holistic and multidisciplinary solution 
combining technical, organizational, and educational measures. The CyberSEA project 
illustrates the value of international collaboration in developing scalable and adaptable 
training programs with both local relevance and applicability to common industry issues.
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1.	 Introduction

The accelerated digitalization of the maritime indus-
try has exposed it to cyber threats, underscoring an 
urgent need for sector-specific cyber resilience strat-
egies. This study is a part of the CyberSEA project, an 
EU-funded initiative involving nine partners from 
eight European countries, each working at the na-
tional level to study maritime cybersecurity 
vulnerabilities and training needs. The primary goal 
of this investigation is to identify cybersecurity weak-
nesses in maritime systems and bring in lessons 
learned from other critical sectors for tailored strate-
gies to mitigate risks in the maritime domain. Our 
methodology employs a multi-phase process:

•• Each national partner performed a desk study to 
map the most common maritime cyber threats 
and defense frameworks in place. 

•• This was followed by a comparative analysis of 
cybersecurity strategies applied in other sectors 
like finance, education, healthcare, and logistics. 

•• A focus group comprising cybersecurity profes-
sionals from partners’ countries were convened to 
validate findings and help contextualize risks 
from a maritime perspective. 

The factors present recurrent vulnerabilities in ship-
board networks and port infrastructure and a human 
factor in all cases. The key results indicate that while 
certain technical safeguards are in place, there is a 
strong deficiency in cyber awareness and scenario-
based training for maritime personnel. Furthermore, 
lessons derived from other sectors strongly empha-
size the importance of proactive threat mitigation. To 
address these challenges, this study aims to strength-
en cyber resilience in the maritime sector by learning 
from other critical industries and developing focused 
training programs. With this in mind, the research is 
guided by three main questions:

1.	 What cybersecurity approaches used in sectors 
like finance, healthcare, and logistics might be 
adapted for use in maritime operations?

2.	 Given the unique operational, technical, and 
regulatory realities of the maritime domain, how 
can these cross-sector practices be practically 
applied?

2.	 Global Maritime Transport 
System

The Global Maritime Transport System (GMTS) is a 
backbone for international trade which facilitates the 
movement of goods across continents. Maritime 
transport thus historically stands for 80% of all cargo 

volumes globally, emphasizing the case for maritime 
shipping in the global economy (Drewry, 2020). In 
terms of trade value, the maritime sector accounts for 
about 70% of global commerce, showcasing its 
importance not just in terms of volume but also in 
economic impact (Smith & Taylor, 2021). Given the 
heavy dependence on maritime infrastructure, it’s 
clear that the sector needs strong cybersecurity 
measures in place, especially as shipping operations 
become more digital and interconnected.

The maritime transport system is a complex, interre-
lated system made up of different parts such as 
vessels, ports, shipping firms, inland waterways, inter-
modal transfer points, and the labor force in charge 
of managing and maintaining operations. As depict-
ed in Figure 1, this environment operates as an 
integrated system, whereby every subsystem plays 
an important role in ensuring smooth transportation 
of commodities and people across the maritime and 
land areas (Kessler & Shepard, 2022). Vessels form a 
critical part of this system, serving a range of impor-
tant functions, ranging from onboard networking, 
navigation and communication systems, manufac-
turing processes, maintenance activities, and disposal 
operations. Growing dependence on sophisticated 
technologies improves their operational efficacy and 
safety; however, this dependence also makes them 
vulnerable to cyber-attacks (Tam & Jones, 2018; Katsi-
kas et al., 2021). Despite the increasing awareness of 
cyber threats, the maritime sector continues to expe-
rience numerous cyber incidents targeting both IT 
and OT infrastructure. Vaarandi et al. (2025) confirm 
this trend, stating, “In recent years, many cyber inci-
dents have occurred in the maritime sector, targeting 
the information technology (IT) and operational 
technology (OT) infrastructure.” This necessitates a fo-
cused approach to security, including robust 
monitoring mechanisms.

Shipping operators are responsible for managing the 
commercial and logistical aspects of maritime trans-
port, which include baggage and cargo handling, 
financial transactions, communication management, 
reservations, and scheduling operations. These oper-
ations are supported by interconnected digital 
infrastructure systems that remain vulnerable to cy-
bersecurity threats if not properly secured (Jones, 
Tam, & Papadaki, 2016). The human aspect of the 
maritime transport structure includes a heterogene-
ous group of stakeholders, including crew members, 
suppliers, trading partners, and customers. Every one 
of the stakeholders involved in the intricacies of mari-
time trade carries great responsibilities; however, 
they also bring in probable cybersecurity threats 
through means like social engineering, supply chain 
weaknesses, and inadequate security consciousness 
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(Katsikas et al., 2021). Ports are integral nodes in the 
structure, facilitating logistics, marine infrastructure, 
and real-time commercial activities. In addition, they 
manage communication and traffic management 
systems that are critical in the successful coordina-
tion of ship arrivals and departures, as well as cargo 
transfers (DNV GL, 2016). Due to their pivotal position 
in world trade and the huge amount of cargo han-
dled, ports are greatly attractive targets for 
cybercriminal activity (International Maritime Organi-
zation, 2021).

The GMTS further includes inland waterways, which 
involve dredging, maintenance activities, and the 
management of Aids to Navigation (ATONs) to  
provide safe navigation and access to port facilities. 
Further, intermodal transfers couple maritime trans-
portation with other transportation modes, including 
barges, airlines, railway systems, and trucking com
panies. These linkages highlight the system’s  
dependence on global logistics infrastructures, dem-
onstrating the cascading effects that cyber-related 
disruptions to one area can have on the overall trans-
portation network (Kessler & Craigen, 2016). The 
representation highlights the significance of mari-
time cybersecurity, which goes beyond individual 
ships to include port terminals, inland transport links, 

intermodal logistics networks, and the vast range of 
individuals and organizations involved in these proc-
esses. The complex nature and interdependencies of 
these elements call for an integrated cybersecurity 
strategy to strengthen the resilience of the overall 
supply chain, as opposed to focusing only on stand-
alone assets. According to Katsikas et al. (2021), the 
strategy must include technical solutions, govern-
ance structures, educational programs, and cross- 
industry collaborations to efficiently counter the 
ever-changing cyber threats.

Most container ships are typically designed to last 
around 20 to 30 years. But with the right care and 
occasional upgrades, many of these vessels can keep 
sailing long after that. The aging of the global fleet 
has become a major issue for the GMTS, especially 
when it comes to cybersecurity. As ships get older, 
they often hang on to outdated systems that don’t 
align with today’s cybersecurity standards, making 
them more susceptible to cyber threats. According to 
Johnson and Lee (2019), 38% of oil tankers and 59% 
of general cargo ships currently in operation are over 
20 years old, which really underscores the aging 
infrastructure problem in the industry. This increasing 
number of older vessels raises the risk level, as 
outdated technology and limited digital defenses 

Figure 1. Overview of the Maritime Transportation System and Its Interdependencies. (Kessler and Shepard, 2022)
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can leave critical maritime operations open to 
potential cyberattacks.

Modern shipping vessels are complex cyber-physical 
systems that consolidate a wide variety of digital, op-
erational, and communicative subsystems to facili- 
tate the efficient and safe transport of goods along 
international maritime trade routes. As Figure 2 illus-
trates, these vessels are based on a coherent 
structure of interdependent subsystems that aug
ment navigation, communication, crew manage- 
ment, cargo monitoring, and ship stability in a 
combined manner. The central concern of the vessel 
network is in the administration and operation of 
core functions, which include customs and immigra-
tion procedures, internal time management, and 
electronic correspondence. On the other hand, the 
crew network offers basic services with the aim of 
promoting crew welfare, including access to enter-
tainment, electronic mail, and wired and wireless 
internet connectivity; such services are important in 
maintaining morale and productivity over long jour-
neys (Tam & Jones, 2018).

The Integrated Navigation System (INS) is a corner-
stone of modern maritime operations, directly 
supporting the Officer of Watch (OOW) in safe navi-
gation. However, the multifaceted nature of the INS 
also exposes it to significant cyber risks. As highlight-
ed by Oruc et al. (2025), “The INS comprises several 
components that may be susceptible to cyber-at-

tacks, hence it faces cyber risks that need to be 
mitigated.” Understanding these vulnerabilities is par-
amount for developing effective countermeasures. 
The navigation apparatus fitted on ships is responsi-
ble for ensuring maritime safety through the use of 
Electronic Chart Display and Information Systems 
(ECDIS), Global Navigation Satellite Systems (GNSS), 
radar technology, and meteorological observation 
equipment to aid real-time decision-making and 
route planning (Kessler & Craigen, 2016). In addition, 
communication networks are vital to safety and op-
erational coordination, using Automatic Identification 
Systems (AIS), GSM networks, radio communication, 
satellite communication, and ship-to-ship and shore-
based communications, including Voice over IP 
(VoIP) technologies to ensure seamless connectivity 
(DNV GL, 2016).

The ship’s network backbone supports its cyber infra-
structure using diverse technologies, such as 
closed-circuit television (CCTV), firewalls, internet 
services, intercom systems, synchronized master 
clocks, public address systems, remote management 
interfaces, and a segmented device management ap-
proach that helps isolate sensitive parts while 
strengthening cybersecurity (Tam & Jones, 2018). 

Industrial control systems (ICS) play a crucial role in 
the operational structure of the ship, controlling nu-
merous functions such as cargo handling, propulsion, 
steering, sensor integration, and the human-machine 

Figure 2. Cyber-Physical System Components of a Modern Vessel. (Source: Atlantic Council)
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interface, which involves real-time monitoring of 
physical processes (Jones, Tam, & Papadaki, 2016). 
The networked environment and reliance on real-
time information have increased the exposure of the 
systems to cyber-attacks (Katsikas et al., 2021).

Additionally, loading and stability mechanisms are 
instrumental to effective cargo distribution and the 
maintenance of balance in ships. This is enabled by 
technologies like bay planning software, Electronic 
Data Interchange for Administration, Commerce, 
and Transport (EDIFACT), and automated hull and 
ballast management systems (International Mari-
time Organization, 2021). Greater dependence on 
software updates and remote accessibility for main-
tenance, system configuration, and cybersecurity 
updates increases ship vulnerability to cyber-attacks 
since poor access controls or slowness in updating 
may leave systems vulnerable to exploitation (Katsikas 
et al., 2021; Tam & Jones, 2018). The interconnected-
ness of these maritime subsystems poses significant 
challenges in terms of cybersecurity. A weakness in 
one system can spread to the entire network of the 
ship, thus impacting vital shipboard operations 
such as navigation, propulsion, and cargo handling 
(Kessler & Craigen, 2016). It is, therefore, necessary 
to establish robust cybersecurity measures that in-
clude network segmentation, access control, 
continuous monitoring, and incident response 
plans specific to the maritime environment, to pro-
tect shipboard cyber-physical systems. It is often 
recommended to utilize a multi-layered defense ap-
proach that incorporates technical, procedural, and 
organizational security elements to successfully ad-
dress the unique threat profile faced by modern 
ships (Katsikas et al., 2021).

3.	 Literature Review

As maritime operations increasingly depend on digit-
al technologies, like onboard networks, integrated 
navigation systems, and port logistics platforms, the 
potential for cyber threats has grown significantly 
(IMO, 2021; ENISA, 2022). As Oruc et al. (2025) note, 
“As maritime operations become increasingly reliant 
on interconnected information technology (IT) and 
operational technology (OT) systems, ensuring cy-
bersecurity on vessels has become more critical than 
ever”. Recent research has pointed out various cyber 
vulnerabilities within maritime systems, such as  
outdated software, weak encryption methods, insuf-
ficient network segmentation, and poor access 
control (Tam & Jones, 2019; CyberKeel, 2020). These 
technical issues are often made worse by a lack of in-
vestment in cybersecurity training and awareness 
among maritime staff (Cariou et al., 2020). This is es-
pecially worrying given the aging fleets, where ships 

can stay in service for over 20 to 30 years. Johnson 
and Lee (2019) estimate that 38% of oil tankers and 
59% of general cargo ships are over 20 years old, 
which raises the chances of outdated and insecure 
systems still being in use. The combination of these 
factors creates a maritime environment that is not 
only susceptible to opportunistic attacks but also to 
targeted cyber operations from state-sponsored or 
criminal actors. 

Back in 80s, hacking was all about having serious 
technical know-how. The tools were pretty basic and 
pulling off a cyberattack required a solid grasp of 
programming, networking, and systems. Hackers had 
to roll up their sleeves and create custom scripts or 
manually find and exploit vulnerabilities, which made 
the whole process both time-consuming and 
demanding in terms of skill. Fast forward to today, 
and things have changed dramatically. With the rise 
of advanced hacking tools, even those with just a 
little technical knowledge can launch significant 
cyberattacks using ready-made solutions. Nowadays, 
you’ve got “plug-and-play” hacking kits, ransomware-
as-a-service, and automated scripts that make it 
easier than ever to break into systems. This shift has 
really opened the floodgates for cyber threats, 
leading to a surge in cybercrime activity. Figure 3 
highlights the common cybersecurity vulnerabilities 
in the maritime industry.

Efforts to tackle these risks have resulted in the release 
of various guidelines and frameworks. The Internation-
al Maritime Organization (IMO) put forth its guidelines 
on maritime cyber risk management (MSC-FAL.1/
Circ.3), suggesting that cybersecurity should be woven 
into existing safety management systems (IMO, 2021). 
On a regional scale, the EU has pushed forward legisla-
tion like the NIS Directive and its successor, NIS2, 
aimed at enhancing cybersecurity readiness across 
critical sectors, including maritime transport (European 
Commission, 2022). Industry groups such as BIMCO 
and INTERTANKO have also created best practice doc-
uments to help shipping companies adopt essential 
cyber hygiene measures. However, there’s evidence 
that compliance is still hit or miss, especially among 
smaller maritime operators (ENISA, 2022).

To boost resilience, experts and scholars are advocat-
ing for a more comprehensive, cross-sector 
approach. Studies comparing different sectors have 
revealed that industries like aviation and finance are 
ahead in rolling out advanced cybersecurity strate-
gies. For instance, aviation regulators require incident 
reporting and scenario-based simulation training for 
airline operators (ICAO, 2021), while the financial sec-
tor has taken the lead in real-time threat intelligence 
sharing and strict regulatory compliance through 
standards like ISO/IEC 27001 (ISO, 2013). The energy 
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sector has also adopted advanced risk assessment 
tools and coordinated frameworks across the indus-
try (ENISA, 2021). Learning from these sectors could 
provide valuable insights for the maritime industry, 
which still lacks cohesive, industry-wide threat mode-
ling systems and unified response protocols.

The literature highlights a significant gap in standard-
ized cybersecurity training specifically designed for 
maritime personnel. Most training programs are 
quite haphazard, relying little on interactive, scenario-
based learning tools (BIMCO, 2021; Greidanus & van 
den Berg, 2018). Additionally, the human factor re-
mains the weakest link in maritime cybersecurity, 
with phishing, credential theft, and social engineer-
ing being some of the most prevalent attack 
methods (Tam & Jones, 2019). As a result, there’s an 
increasing acknowledgment of the necessity for 
modular, scalable training curricula that effectively 
cover technical skills, organizational readiness, and 
behavioral awareness in a cohesive way.

Current approaches to threat modeling and risk as-
sessment in ship cybersecurity exhibit notable 

inconsistencies, as revealed by recent systematic re-
views. Erbas et al. (2024) conducted such a review 
and concluded that “Significant inconsistencies were 
observed in current approaches, underscoring the 
urgent need for standardized threat modeling and 
risk assessment frameworks that consider the special 
requirements of autonomous ships.” This emphasizes 
a critical need for unified methodologies to accurate-
ly assess and mitigate cyber risks in this evolving 
domain.

In short, while digitalization has led to operational 
improvements in maritime logistics and navigation, it 
has also brought about serious cybersecurity chal-
lenges. Current efforts to tackle these threats are still 
quite fragmented and underdeveloped, especially 
when compared to other high-reliability sectors. The 
literature emphasizes the need for a cross-sectoral, 
multidimensional approach to maritime cybersecuri-
ty, one that not only focuses on technical defenses 
but also on organizational governance and workforce 
preparedness. These insights have played a crucial 
role in shaping the CyberSEA project and its multi-
phase research methodology.

Figure 3. Why is the Maritime Industry so Vulnerable to Cyberattacks?
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4.	 Methodology

This study took a structured, multi-phase approach to 
dive into the vulnerabilities of maritime cybersecuri-
ty. It aimed to gather insights from other critical 
infrastructure sectors and create a focused training 
framework specifically for the maritime field. The 
project was a collaborative effort involving national 
partners from eight European countries, all part of 
the EU-funded CyberSEA initiative, which helped en-
sure that the methodology was both relevant and 
rigorous. The research unfolded in five interconnect-
ed phases. 

The first phase was all about desk research, where 
each national partner investigated maritime cyberse-
curity threats and the existing defense mechanisms 
in their own countries. This involved reviewing mari-
time cyber incident databases (like EMSA, 2021), 
industry guidelines from organizations such as BIM-
CO and the International Maritime Organization (IMO, 
2021), national regulations, and academic studies. To 
keep things consistent and comparable, a standard-
ized data collection template was used by all 
partners. 

In the second phase, a comparative analysis was con-
ducted on cybersecurity strategies across sectors 
(including telecom, construction, education, logistics, 
and technology). These sectors were chosen for their 
digital maturity, history of cyber incidents, and robust 
regulatory frameworks. The focus here was on  
pinpointing best practices in threat modeling (ENISA, 
2022), regulatory compliance (European Com
mission, 2016), incident response, and workforce 
development initiatives. 

The third phase brought together findings from both 
the national maritime assessments and the cross-sec-
tor comparisons to create a comprehensive vulner- 
ability profile for maritime systems. The analysis 
revealed ongoing challenges with outdated ship-
board systems, cybersecurity in port infrastructure, 
and risks related to human factors, echoing concerns 
raised in earlier studies (Cariou et al., 2020; Tam & 
Jones, 2019). To further validate and contextualize 
these findings, a focus group was organized as part 
of the fourth phase. Fifth and final phase involved de-
tailed documentation of the findings and results.

5.	C ross-Sector Best Practices 
Extracted

While cross-sectoral comparisons reveal valuable 
cybersecurity practices from digitally mature 
industries, these insights must be critically evaluated 
and thoughtfully adapted to the unique operational 
context of maritime environments. To avoid generic 

or inappropriate transfer, this study employs an 
Extraction–Translation–Integration (ETI) framework.

First, cybersecurity practices proven effective in 
sectors such as finance, healthcare, and logistics are 
extracted. Second, these practices are translated 
through careful consideration of maritime-specific 
constraints, including vessel mobility, intermittent 
connectivity, and heterogeneous crew expertise. 
Finally, the adapted practices are integrated by 
aligning them with maritime procedures, training 
protocols, and technological infrastructure. For 
instance, real-time threat detection systems from the 
finance sector may be adapted into intermittent but 
intelligent anomaly monitoring onboard ships, 
complemented by hybrid training modules tailored 
to maritime stakeholders. This structured approach 
facilitates the practical operationalization of cross-
sector insights, ensuring they are conceptually 
relevant, technically feasible, and organizationally 
compatible within the maritime domain.

6.	 Findings

The research findings indicate that the maritime sec-
tor’s digital transformation has created complex 
cybersecurity challenges that require strategic, multi-
layered responses. By analyzing cybersecurity 
frameworks and best practices from highly regulated 
and digitized sectors such as finance, education, fin-
tech and healthcare, from partners countries, this 
study identified transferable strategies that can be 
contextualized and applied to maritime operations. 
The analysis resulted in the proposal of a comprehen-
sive cybersecurity framework that addresses policy, 
governance, technical, and human factors within 
maritime environments.

6.1.	C ybersecurity Policies and Governance

A recurring finding from cross-sectoral benchmark-
ing is the centrality of strong governance and 
formalized policies in cybersecurity risk mitigation. 
Both the fintech and healthcare sectors operate  
under stringent compliance regimes, including ad-
herence to ISO/IEC 27001 and NIST cybersecurity 
frameworks, ensuring systematic risk assessment, in-
cident response planning, and data protection (ISO, 
2013; NIST, 2020). In contrast, although the maritime 
industry has adopted the IMO Guidelines on  
Maritime Cyber Risk Management (IMO, 2021), imple-
mentation has often lacked consistency and 
contextual specificity. 

6.2.	 Access Control and Authentication

Securing access to maritime digital infrastructure is a 
critical concern. Finidngs from the finance sector 
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indicate that Role-Based Access Control (RBAC) and 
Multi-Factor Authentication (MFA) significantly reduce 
risks of unauthorized access (ENISA, 2021). 

6.3.	D ata Protection and Encryption

In high-stakes industries, such as healthcare, data 
encryption is non-negotiable due to the sensitivity of 
personal and operational information. Systems like 
AIS, ECDIS, and satellite communication modules are 
especially vulnerable to data interception and 
manipulation.

6.4.	 Incident Response and Security Monitoring

Effective cybersecurity involves not just prevention 
but also timely detection and response. Fintech and 
critical infrastructure sectors leverage Security 
Information and Event Management (SIEM) systems 
and conduct regular cyberattack simulation drills to 
test and refine response strategies. These practices 
were found to be minimally implemented within 
maritime organizations. 

6.5.	E mployee Training and Awareness

The human factor remains a persistent vulnerability 
across all sectors, but targeted training and aware-
ness campaigns have shown measurable benefits in 
reducing incidents caused by social engineering and 
user error (Greidanus & van den Berg, 2018). 

6.6.	N etwork Security and Segmentation

Network segmentation and perimeter defenses were 
among the most effective practices observed in non-
maritime critical sectors.

6.7.	V ulnerability Management

Regular vulnerability scanning and timely patching 
are essential practices that remain underdeveloped 
in maritime environments, particularly for OT systems 
that are often disconnected from real-time update 
channels.

6.8.	T hird-Party Vendor Risk Management

Outsourcing software, satellite communication, and 
technical maintenance to third-party vendors 
introduces an additional attack vector. Sectors such 
as fintech and healthcare require strict compliance 
and conduct regular audits of their vendors. 

6.9.	 Mobile Device Management (MDM) and 
BYOD Policies

With increasing use of smartphones and tablets  
onboard for communication, navigation, and diag-
nostics, the need for Mobile Device Management 
(MDM) has grown significantly. Other sectors man-
age this through encrypted storage, VPN-based 
access, and remote wipe functionality.

These findings underscore the maritime sector’s  
urgent need to adopt a structured, cross-sector-in-
formed cybersecurity framework that is technically 
robust, operationally feasible, and human-centric. 
While several maritime-specific standards exist, inte-
gration with best practices from other domains 
provides a broader foundation for building resilience 
in an increasingly digitized and threat-exposed  
environment. The table below compares the cyberse-
curity maturity levels across multiple sectors, Finance, 
Education, Healthcare, Logistics, and Maritime, based 
on key control domains identified through desk re-
search conducted by CyberSEA project partners. It 
highlights where the maritime sector trails and 
where it can leverage best practices from more ad-
vanced industries.

The results of the comparative analysis establish a 
significant and widespread shortfall in the cybersecu-
rity readiness of the Maritime industry compared 
with other critical industries like Finance and Health-
care. The analysis shows a significant lag in the 
deployment of key technical defences, with the Mari-
time sector recording a ‘Low’ level of Multi-Factor 
Authentication (MFA) adoption and a rare (‘Rare’) use 
of Security Information and Event Management 
(SIEM) tools. This is in direct contrast to the ‘High’ and 

Table 1. Comparative Table – Sector vs Maritime Readiness

Control Area Finance Education Healthcare Logistics Maritime
MFA Usage High Medium High Medium Low

Incident Response Plans
Regularly 

tested
Varies

Structured 
and enforced

Mixed Rarely tested

SIEM Deployment Yes Partial Advanced Partial Rare
Staff Training Frequency Quarterly Annual Biannual Annual Ad-hoc
Vendor Cyber Assessment Mandatory Emerging Contractual Formalising Rarely formal
CISO / Governance Structure Mature Developing Mature Developing Fragmented
Cyber Awareness Programmes Yes Limited Yes Yes Minimal
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‘Advanced’ levels of adoption in more mature sectors, 
suggesting that the maritime sector lacks both basic 
access security practices and the critical monitoring 
that is essential to identify real-time threats effective-
ly.

This deficiency relates to governance as well as 
process maturity. The industry’s security stance is 
characterized by a ‘Fragmented’ governance struc
ture, much as opposed to the ‘Mature’ CISO-driven 
operations seen throughout the Finance and 
Healthcare industries. This structural shortfall is com
pounded by ‘Ad-hoc’ staff training, ‘Minimal’ cyber 
awareness campaigns, and Incident Response plans 
that are ‘Rarely tested.’ Additionally, third-party risk 
management seems conspicuously lacking, with 
vendor cybersecurity assessments falling under the 
banner of ‘Rarely formal,’ thus highlighting a 
considerable weakness in the interdependent supply 
chain of the industry. Taken together, these results 
point to the Maritime industry’s cybersecurity 
framework as essentially underdeveloped in terms of 
technology, processes, and human capital, implying a 
reactive as opposed to proactive approach and 
making it a singularly vulnerable component of 
global infrastructure.

As the maritime industry continues to undergo digit-
al transformation, with increasing reliance on 
shipboard networks, satellite communications, and 
automated control systems, the risk landscape has 
evolved beyond traditional physical and environ-
mental threats to include a growing array of cyber 
risks (Tam & Jones, 2019; ENISA, 2022). One of the 
most pressing issues identified is the lack of a unified 
and enforceable cybersecurity governance model 
within maritime organizations. While the IMO Guide-
lines on Maritime Cyber Risk Management (IMO, 
2021) provide a baseline framework, the practical im-
plementation varies widely across companies and 
national jurisdictions. This inconsistency undermines 
resilience at a systemic level. The introduction of ded-
icated roles, such as Chief Information Security 
Officers (CISOs), with authority over both IT and OT 
domains, is not only necessary but already standard 
practice in other critical sectors. This highlights a 
clear opportunity for organizational reform and regu-
latory alignment within maritime enterprises.

The comparative analysis highlighted that while se-
curing access to maritime digital infrastructure 
remains a critical concern, robust solutions are suc-
cessfully implemented in other sectors. Specifically, 
financial sector findings demonstrate that Role-Based 
Access Control (RBAC) and Multi-Factor Authentica-
tion (MFA) significantly mitigate risks of unauthorized 
access (ENISA, 2021). To operationalize these proven 
practices within the maritime domain, it is imperative 

that maritime systems, including navigation (ECDIS), 
propulsion, and cargo management software, incor-
porate these controls. Furthermore, to ensure 
ongoing security and compliance, regular access au-
dits should be mandated to verify that permissions 
remain appropriate and reflect any changes in per-
sonnel or operational status. This direct application of 
cross-sectoral best practices would strengthen the 
maritime industry’s cyber posture significantly.

Furthermore, this research demonstrates that while 
technical solutions such as encryption, network 
segmentation, and intrusion detection systems are 
available, their deployment remains uneven. Many 
vessels, particularly those over 20 years old, operate 
legacy systems with limited or no cybersecurity 
capabilities (Johnson & Lee, 2019). This introduces 
substantial vulnerability across global fleets. Lessons 
from other sectors show that technical solutions 
must be complemented by regular vulnerability 
management and proactive patching cycles, an area 
where the maritime sector lags due to logistical, 
operational, and regulatory constraints.

Equally important is the human dimension of cyber-
security. The maritime workforce, often composed of 
multinational crews with diverse levels of digital liter-
acy, is particularly susceptible to social engineering 
attacks. The study’s findings confirm a marked short-
fall in targeted cyber awareness training. Unlike the 
finance and health sectors—where cyber hygiene is 
embedded into mandatory compliance routines, 
maritime organizations often lack structured training 
programmes. The development of modular, scenario-
based curricula, as initiated by the CyberSEA project, 
is a critical step toward filling this gap and aligning 
training with operational realities at sea and ashore.

The cross-sectoral approach adopted in this study 
also underscores the value of interdisciplinary bench-
marking. For instance, the fintech sector’s rigorous 
access control policies and healthcare’s strict data pri-
vacy mechanisms both offer models that can be 
adapted to shipboard contexts. This comparative 
method proved highly effective in identifying trans-
ferable practices, supporting the argument that 
maritime cybersecurity must be approached not in 
isolation, but as part of a broader ecosystem of criti-
cal infrastructure protection (NIST, 2020; Greidanus & 
van den Berg, 2018). 

7.	Dis cussion

The research findings collectively highlight the fun-
damental need for the maritime sector to adopt a 
systematic cybersecurity approach combining les-
sons from diverse industries, prioritizing technical 
applicability, operational feasibility, and human factor 
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considerations. Even though current regulations spe-
cific to the maritime sector form a useful foundation, 
their blending with best practices in other widely 
digitized industries renders the overall approach 
more inclusive and robust. 

We have taken from the education, finance, health, 
and logistics industries a set of cybersecurity best 
practices that have been successfully applied and 
yield actionable advice for the maritime sector. They 
are not only appropriate for shore-side networks but 
are perfectly transferable as well to address those 
unique challenges of ships, ports, and shipping 
enterprises that must operate in remote or 
bandwidth-limited environments.

•• Governance: While mature industries have well-
established cybersecurity governance, generally a 
Chief Information Security Officer (CISO) or equiv-
alent to oversee cyber risk management, the 
maritime sector needs to integrate a dedicated 
CISO role responsible for both IT and Operational 
Technology (OT) systems across shipboard and 
shore facilities. This includes establishing cross-
department security committees, clear policies, 
and internal audit functions to promote account-
ability and regulatory compliance. 

•• Adoption of MFA: Multi-factor authentication 
(MFA) is presently a necessary component of se-
cure access control. MFA is mandatory for access 
to internal networks, cloud services, and remote 
networks in businesses handling sensitive per-
sonal, health, or financial information. MFA is most 
often paired with passwords, biometrics, one-
time tokens, or mobile push authentications. 
Given the maritime industry’s increasing reliance 
on satellite communication and cloud-based 
software, the addition of MFA as a complement to 
passwords, biometric authentication, one-time 
tokens, or mobile push notifications can signifi-
cantly enhance security for maritime ships and 
shore-based facilities.

•• Training Cycles: Well-structured, periodic training 
cycles are built into the cybersecurity programs of 
key industries. Quarterly training, for instance, is 
conducted and phishing tests are conducted to 
test awareness and break the complacency of em-
ployees. Training modules are normally job 
function-oriented and accompanied by tests. Mari-
time organizations, however, still practice ad hoc 
training, if any, and their personnel are not well-
equipped to respond to looming cyber threats.

•• SIEM and IDS Use: Security Information and 
Event Management (SIEM) technology and Intru-
sion Detection Systems (IDS) are in widespread 
use across key industries for monitoring networks, 

log management, and real-time anomaly detec-
tion. These solutions allow organizations to 
detect suspicious activity in real time, monitor the 
origin of breaches, and initiate rapid response. In 
the technology and financial sectors, SIEM sys-
tems are often combined with threat intelligence 
feeds and automated alerting, giving the ability 
for proactive security. For the maritime sector, the 
implementation of SIEM and IDS solutions, even 
in light or cloud-based form, can assist in provid-
ing long-sought visibility into shipboard 
networks, aid compliance auditing, and enable 
early warning in the event of cyber-attack.

•• Vendor Evaluations: Third-party risk is a primary 
focus area in sectors, like fintech and healthcare, 
where supply chain vulnerability could threaten in-
formation or system integrity. Common practices 
are pre-contract cybersecurity assessments, includ-
ing cyber clauses in service contracts, and routine 
re-evaluations. In the shipping industry, where 
many contractors and subcontractors work on  
primary systems, formalized vendor evaluation 
processes may mitigate a substantial source of risk.

Collectively, these best practices form a multi-layered, 
proactive cyber security model. Their applicability to 
the maritime sector is not cut-and-paste, but in the 
ability to apply them to the sector’s operational, 
regulatory, and cultural landscape. By targeted 
implementation, the maritime sector can rapidly 
accelerate its cyber maturity and resiliency. 

The figure below depicts CyberSEA framework which 
proposes concrete measures to enhance maritime 
cybersecurity based on the lessons directly extracted 
from the Extraction-Translation-Integration (ETI) fra
mework for maritime security. The CyberSEA project 
has laid the groundwork for such a framework, com-
bining technical safeguards with organizational 
policies and continuous training to address identified 
gaps. The proposed training solution is designed as a 
modular, role-specific program aimed at enhancing 
cyber resilience across diverse maritime settings,  
including shipboard personnel, IT officers, and man-
agement teams. Technically, the program includes 
core modules on threat identification, response pro-
tocols, communication during cyber incidents, and 
system-specific vulnerabilities—such as those related 
to navigation and propulsion systems. Each module 
is grounded in realistic maritime scenarios and regu-
larly updated with the latest threat intelligence. 
Pedagogically, the training employs a blended learn-
ing approach that combines e-learning, scenario- 
based simulations, practical onboard drills, and remote 
labs. These remote labs provide a virtual, hands-on 
environment where participants can directly engage 
with cyber defense tools and practice incident re-
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sponse exercises, enabling practical experience 
without the limitations of physical location. Assess-
ments include both formative evaluations—such as 
decision-making exercises embedded in simula-
tions—and summative assessments, including online 
quizzes and post-exercise debriefings. The modular 
design allows for scalability and flexibility, with con-
tent depth and complexity adjusted based on factors 
like vessel type, crew experience, and operational en-
vironment. Additionally, the program is structured to 
integrate seamlessly with existing STCW-aligned 
training frameworks, enhancing its regulatory rele-
vance and facilitating smoother implementation 
within the maritime industry.

7.1.	C ybersecurity Laws and Regulation

Our research findings show that, unlike the strict and 
formalized compliance models like ISO/IEC 27001 
and NIST commonly found in the fintech and health-
care sectors, the shipping industry often lacks 
homogeneity and context-specific applicability in 
the implementation of cyber risk management pro-
cedures. To bridge this gap, it is crucial to create an 
industry-specific cybersecurity policy tailored to the 
shipping sector that meets international require-
ments as well as accounts for the unique risks 
associated with shipboard Operational Technology 
(OT) and navigation systems. Additionally, the gov-
ernance models should mandate the creation of a 
Chief Information Security Officer (CISO) or a similar 
position within shipping operations, with clearly  
defined duties that cover both IT and OT systems 
within onboard systems and shore facilities. This cen-
tralized model of governance is important to ensure 
consistent policy enforcement and end-to-end risk 
management practices.

7.2.	 Access Control and Authentication

Because of pertinent concerns over access to mari-
time digital infrastructure, coupled with the widely 
reported effectiveness of Role-Based Access Control 
(RBAC) and Multi-Factor Authentication (MFA) in the 
financial community, urgent implementation is nec-
essary. For purposes of tightening security, maritime 
systems like navigation (ECDIS), propulsion, and car-
go management applications need to incorporate 
these strict controls. To meaningfully counter recur-
ring security dangers and respond to changes in 
personnel or operational conditions, there is a com-
pelling need to mandate periodic access audits that 
verify permissions are still valid and up to date.

7.3.	D ata Protection and Cryptography

The overriding significance of data encryption in 
high-risk industries, including healthcare, coupled 
with the previously established vulnerabilities of mar-
itime systems, most notably those utilizing AIS, 
ECDIS, and satellite communication technologies, is 
in dire need of attention. The maritime sector must 
embrace rigorous encryption methods, such as AES-
256, for data in transit and data at rest, particularly in 
ship-to-shore facility communications and intra-net-
work transactions (Smith & Taylor, 2021). The 
immediate implementation of encryption in these 
vulnerable systems is warranted to safeguard essen-
tial operational data.

7.4.	 Incident Response and Security 
Surveillance

The fact that efficient incident response and security 
monitoring procedures are insufficiently executed 
within maritime entities, especially compared to 

Figure 4. CyberSEA Framework
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proactive methods dominant in critical infrastructure 
and fintech sectors, highlights a significant lack of re-
silience. Therefore, there is a need to develop a 
maritime-specific Incident Response Plan (IRP), which 
should be complemented by real-time monitoring 
systems and anomaly detection technologies  
installed on ships and port facilities. In addition, it is 
important to ensure that periodic simulation exercis-
es include common maritime threats like ransom- 
ware, phishing, and sabotage aimed at systems 
critical to operational performance (Tam & Jones, 
2019), thus enabling the development of response 
measures within a simulated environment.

7.5.	E mployee Development and Awareness

Despite the inherent vulnerability inherent in human 
interaction, focused training and awareness pro-
grams have proven successful in reducing incidents 
across all industries. For the maritime sector to take 
advantage of this potential, training programs must 
be tailored to both maritime and shoreside staff, with 
focus given to realistic scenarios relevant to maritime 
operations. The use of measures like quarterly phish-
ing tests, mandatory online training modules, and 
in-person workshops is key to developing a strong 
cybersecurity culture and raising awareness, thus re-
sulting in an overall improvement in cyber hygiene 
across the broader workforce.

7.6.	N etwork Segmentation and Security

The success that has been seen in network segmen-
tation and perimeter protection across different 
non-maritime critical industries can provide valuable 
lessons for the maritime sector. To enhance resilience, 
it is essential that firewalls, intrusion detection sys-
tems (IDS), and artificial intelligence-enabled traffic 
analysis are consistently applied across maritime  
information technology (IT) and operational technol-
ogy (OT) systems. In addition, it is important to 
emphasize the importance of separating administra-
tive and operational networks aboard ships and 
inside port facilities to minimize the threat of intru-
sions or malware spread and to mitigate the effects 
of any security breach.

7.7.	V ulnerability Management

The underdeveloped state of regular vulnerability 
scanning and timely patching in maritime environ-
ments, particularly for isolated OT systems, poses a 
substantial risk. Drawing from best practices in 
healthcare and critical energy systems, maritime or-
ganizations must perform regular vulnerability 
assessments and enforce patch management for 
SCADA systems, navigation software, and cargo con-

trol systems. Crucially, high-risk vulnerabilities should 
be resolved within 24-48 hours to minimize exploita-
tion windows. 

7.8.	T hird-Party Vendor Risk Management 

Dependence on third-party vendors brings signifi-
cant risks; nonetheless, within the financial 
technology and healthcare industries, this risk is 
properly addressed by strict adherence to regulatory 
frameworks and regular audits. A similar framework 
should be adopted in maritime operations, requiring 
third-party vendors to adhere to International Mari-
time Organization (IMO) guidelines when developing 
maritime cybersecurity policies. In addition, inclusion 
of annual security assessments in vendor contracts is 
critical to promote accountability and reduce supply-
chain vulnerabilities (ENISA, 2022). 

7.9.	 Mobile Device Management (MDM) and 
BYOD Policies 

The increasing use of smartphones and tablets 
aboard ships requires the adoption of robust mobile 
device management (MDM). The strategy has been 
used effectively in other industries by leveraging 
encrypted storage, VPN connectivity, and remote 
data wiping. The shipping sector needs to embrace 
strict MDM policies. It is also critical to have 
enforceable policies for the use of personal devices 
(BYOD) that limit access to critical systems and 
ensure exhaustive data encryption.

The collaborative, multinational nature of the Cyber-
SEA project provided unique insights into national- 
level differences and commonalities in maritime 
cybersecurity posture. This validates the project’s hy-
pothesis that cybersecurity is both a local and global 
issue. The maritime sector cannot achieve resilience 
through isolated action. Instead, it requires coordi-
nated efforts among ship operators, port authorities, 
regulators, technology vendors, and training institu-
tions.

8.	C onclusion and Recommendations

This research has bridged a pressing gap in maritime 
cybersecurity by rigorously exploring shipboard and 
port system vulnerability and distilling best practice 
from more technologically advanced sectors. With its 
phased approach, combining national desk research, 
cross-sectoral comparison, stakeholder validation, 
and curriculum development, the CyberSEA project 
has provided an evidence-based platform for estab-
lishing cyber resilience across the maritime sector. 
The results highlight that while regulatory tools such 
as the IMO Guidelines provide necessary baseline  
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direction, operationalization of cybersecurity remains 
heterogeneous across maritime organizations. Laps-
es in cyber governance, threat detection, personnel 
training, and third-party risk management were some 
of the key areas of weakness. Legacy systems and ag-
ing fleets also present additional complexities that 
are not adequately addressed in prevailing regulatory 
or organizational strategies.

Basing its approach on cybersecurity best practice in 
the finance, education, healthcare, and logistics sec-
tors, the research demonstrates the advantage of a 
cross-industry solution. Sound cybersecurity in these 
sectors is built on robust governance, tight access 
control, monitoring in real time, and a company cul-
ture of alertness and preparedness. Bringing these 
principles into maritime environments, taking into 
account the unique operational and logistical chal-
lenges at sea, a viable and scalable solution has been 
defined. One of the most tangible outputs of this re-
search is the modular training package for building 
cyber awareness and operational capability among 
maritime professionals. Its modularity allows it to be 
used by all classes of user, including deck officers, IT 
personnel, and shore-based managers, and both in 
training academies and on-board ships.

Looking forward, several areas are worth further in-
vestigation. First, there are metrics and performance 
measures with which to measure the effectiveness of 
maritime cybersecurity controls. Second, the integra-
tion of cybersecurity into existing maritime Safety 
Management Systems (SMS) merits further attention, 
so that cyber threats are given the same level of pri-
ority as physical safety risks. Third, future research 
needs to consider the interplay between new tech-
nologies, such as AI-based threat detection, 
autonomous ships, and maritime IoT and cybersecu-
rity strategy and regulation. Besides, the CyberSEA 
consortium urges the establishment of a pan-Euro-
pean maritime cybersecurity knowledge-sharing 
network. This will enable operators, regulators, train-
ing organizations, and technology suppliers to 
exchange threat intelligence, share case studies, and 
collaborate to develop solutions fit for regional and 
operational contexts.

Overall, maritime cybersecurity is not a secondary is-
sue but a cornerstone of safe and secure maritime 
operations in the era of digitization. The findings of 
this study uphold the call for an urgent, harmonized, 
cross-industry, and human-focused approach to cy-
bersecurity planning in the maritime sector. As the 
dynamics of cyber threats evolve, so must the readi-
ness of the industry, and that advancement must be 
supported by collaboration, innovation, and contin-
ued investment in systems and people. Enhancing 
maritime cybersecurity cannot be addressed in bits 

and pieces. This research supports that the maritime 
sector does not merely fall behind in having in place 
rudimentary cyber controls, but also in cultural and 
organizational maturity that other sectors such as fi-
nance, healthcare, and logistics enjoy. Filling these 
gaps requires concerted and sustained efforts over 
the long term on multiple fronts. Key results of the 
CyberSEA project confirm the need for:

•• Cross-sectoral learning: Utilizing time-proven 
techniques from other sectors accelerates the 
development of relevant cyber strategies in the 
maritime industry.

•• Continuing training and awareness: Cybersecurity 
should be prioritized in crew training and includ-
ed in regular refresher training, simulated attacks, 
and onboarding processes for all personnel.

•• Harmonised governance frameworks: Creating 
custom roles such as Maritime CISOs and deline-
ating clear cyber roles will support decision- 
making and responsibility.

•• Technology investment: Adoption of cost-effective, 
cloud-based security technologies like SIEM, IDS, 
and MFA can greatly improve early threat detec-
tion, including incident response capabilities.

•• Regulatory enforcement: Enforcement of IMO’s 
resolution MSC.428(98) and the incorporation of 
cyber risk management into the ISM Code is to 
be checked by port state control and flag state 
audits.

Through building a culture of cybersecurity by lever-
aging technology, governance, and training, the 
maritime industry can transform its weakest links into 
its greatest defences. Maritime cybersecurity cannot 
be enhanced by single-point solutions. To this end, 
an important contribution of this research is the pro-
posal of a tailored maritime cybersecurity framework. 
By structuring the framework around governance, 
access control, data protection, training, and third-
party risk management, it addresses the multifaceted 
nature of cyber threats. The inclusion of mobile de-
vice management (MDM) and BYOD policies also 
reflects emerging technological realities aboard  
vessels. However, the successful implementation of 
the proposed framework will depend on several  
enabling factors: cross-jurisdictional regulatory coop-
eration, investment in secure infrastructure, and 
stakeholder commitment to organizational change.
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