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Cybersecurity for Seafarers: 
Human Factor Risks and 
Training Solutions
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Abstract. The ever-growing digitalisation of the maritime sector has increased 
cybersecurity risks for seafarers, positioning human factors as a weak point. Cyberattacks 
against onboard systems, crew, and shore-based operations threaten vessel security, 
cargo integrity, and crew safety. Despite improvements in cybersecurity technologies, 
the human factor remains a significant challenge due to low awareness, poor training, 
and behavioural failures. This research examines the human factor risks causing 
cybersecurity threats in the maritime industry and assesses the efficacy of training 
programs to counter these risks. The study employs a mixed-methods design involving a 
systematic review of past cybersecurity incidents, expert interviews with maritime 
cybersecurity experts, and a survey among active seafarers. A simulation-based 
assessment is also conducted to quantify the effect of cybersecurity training 
interventions. Initial findings show that phishing, social engineering, and human error 
misconfigurations are the most prevalent vulnerabilities targeted by cybercriminals. 
Survey results show that over 60% of seafarers have received little or no cybersecurity 
training, with many not knowing even the most basic cyber hygiene measures. 
Simulation tests show a 40% increase in threat response among participants who 
received focused cybersecurity training. They highlight the need to include cybersecurity 
awareness courses in obligatory maritime training programs. It concludes that seafarer 
training needs to take a systemic approach, embracing real-time simulations, behavioural 
risk ratings, and continuous learning courses. Enhancing seafarers’ cybersecurity culture 
is essential to improving maritime cybersecurity resilience and mitigating human factor 
threats.

Keywords: Cybersecurity; Seafarers; Human Factor; Maritime Security; Cyber Threats; 
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1.	 INTRODUCTION

Most of the world’s trade happens in the sea, and var-
ious technologies have been developed to 
guarantee reliability and safety in navigation, man-
agement, and communication. These consist of a 
combination of onshore and maritime technologies. 
The interconnection between ships and onshore in-
frastructure has provided increased operational and 
physical safety, and contributed to the increase in cy-
berattacks. The European Network and Information 
Security Agency (ENISA) published a report on the 
maritime industry’s cybersecurity problem in 2011, 
assuming that the industry relies on Information and 
Communication Technology (ICT) and thus is ex-
posed to various cyberthreats.

The report identified that maritime cybersecurity is 
low to non-existent because the number of known 
cybersecurity incidents is small, they are not made 
public, and there is no mechanism to determine the 
incidents. In order to improve maritime cyber-securi-
ty, the report recommends several actions, including 
conducting cyber-security campaigns and training 
for stakeholders, implementing security measures for 
maritime information and communication technolo-
gies (security by design), incorporating cyber-security 
into maritime policies, identifying and registering es-
sential goods in the maritime sector, developing 
shared security policies for the International Maritime 
Organisation (IMO) and the European Union, and im-
proving information sharing amongst stakeholders.

Nearly 80% of maritime casualties result from human 
actions, which applies to maritime cybersecurity. It 
requires training and sensitisation to counter cyber-
attacks and prepare shipping staff to detect and 
remove cyber threats. They surveyed 86 Greek mari-
time sector workers to study the human element’s 
contribution to maritime cybersecurity and whether 
good practices and directives are adopted. The sur-
vey consisted of two pilot tests, a research paper 
offering a methodology for evaluating ship vulnera-
bilities based on their cybersecurity, the European 
Union’s NIS Directive, and associated publications of 
vulnerabilities.

This research favourably advances a deeper under-
standing of the issues that require attention by 
raising broad awareness of cyber risk and assisting 
the marine community in strategically mitigating 
risks against known and potential attacks.

2.	 COMMON VULNERABILITIES

With the rapid digitization of the maritime sector, it is 
more vulnerable to cyberattacks. Incorporation of 
Information and Communication Technology (ICT) 

into navigation, cargo operations, communication, 
and operational systems, as much as it increases 
efficiency, has also opened up substantial security 
threats. Most maritime technologies were not 
designed with cyber security as an initial aspect, thus 
they are most vulnerable to being exploited. This is 
further exacerbated by obsolete software, a lack of 
adequate security measures, and industry-wide 
ignorance or standardization in cyber activities. 
Consequently, the industry is prone to many shared 
cybersecurity vulnerabilities, such as:

2.1.	 Electronic Chart Display and Information 
System – ECDIS

ECDIS’s system displays navigational information; 
charts: ship’s position, RADAR and AIS. It should com-
prise at least three sensors (compass, position, and 
speed) and be installed on the bridge’s operating sys-
tem. The internet or a USB may update it. The 
sophisticated, safety-related ECDIS system provides 
various integration and display options. Shipowners 
and operators, equipment manufacturers, chart pub-
lishers, training institutions, and hardware and 
software maintenance suppliers are all part of it. Reg-
ulations were phased out in 2011 following the 
International Maritime Organization (IMO) require-
ment of electronic charts for navigation in 2009. 
However, a six-station network simulation environ-
ment determined that ECDIS is a perfect platform for 
running malicious code, as it runs on old operating 
systems, which are soft targets.

2.2.	 Automatic Identification System – AIS

Since 2004, the International Maritime Organisation 
(IMO) has required the Automatic Identification Sys-
tem (AIS) on all passenger ships by the International 
Maritime Organisation (IMO), primarily for traffic con-
trol, collision avoidance, and accident search and 
rescue. The system delivers ship data, e.g., IMO 
number, departure, and arrival port, without con-
stantly requiring the ship crew or seamen to monitor 
bridges or coastal stations. Nevertheless, the AIS pro-
tocols are unencrypted and thus subject to malicious 
users intercepting or sending deceptive messages 
with erroneous data. The effectiveness of the system 
depends on the provision of correct information.

2.3.	 Global Navigation Satellite System – GNSS

Global Navigation Satellite System (GNSS) is a satellite-
based system that presents the ship’s position and 
sends data to receivers. Its dependability is based on 
accuracy, integrity, continuity, and availability. How
ever, it is rated the second most vulnerable system 
following the AIS since it was also subject to jamming 
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and spoofing attacks. Jamming attacks are possible 
through cheap hardware, whereas spoofing attacks 
need satellite signal simulation with higher power.

2.4.	 Navigation Telex – NAVTEX

NAVTEX is a global service for navigation and mete-
orological details on shore/sea zones concerning 
ships. It is automatically collected and printed direct-
ly from the telex, where each vessel must be 
equipped with a message receiving device. NAVTEX 
offers safety information on shipping and meteoro-
logical conditions, which can be accessed via web 
pages. Still, it is under threat from interference, stor-
age devices, the internet, and other connected 
systems, resulting in erroneous message reception or 
service disruption.

2.5.	 Voyage Data Recorders – VDR

A Voyage Data Recorder, also known as a VDR, is vital 
equipment on ships for recording data on a vessel 
that can be utilized for accident investigation. The 
VDR system consists of input signals, processing, en-
coding, recording medium, playback equipment, 
power source, and standby power source. The VDR 
captures speed, direction, position, engine, fuel, and 
voice communications data for the past 12 hours. 
These data are saved securely and can be accessed, 
pertinent to ship condition, movement, physical sta-
tus, and command and control before and after an 
incident. These data are utilized in safety investiga-
tions to determine an incident’s cause(s). VDR may 
also be employed for preventive maintenance, moni-
toring efficiency of performance, analysis of heavy 
weather damage, accident prevention, and training 
to enhance safety and minimize running costs. It is 
better than airplanes’ black boxes because it retains 
information for at least 12 hours, repeatedly overwrit-
ten by the newest inform ation. VDR is, however, 
vulnerable to harmful activities within the ship and is 
connected to a local area network (Ethernet) instead 
of the Internet. The security of VDR has vulnerabilities 
like poor encryption, insecure authentication, and 
antiquated firmware.

2.6.	 Sailing Directions

Sailing Directions (Pilots) are essential port entry and 
coastal navigation information for every class of ship. 
With 76 volumes, they account for the world’s princi-
pal commercial sea routes and ports. Every volume 
contains data on navigational dangers, buoyage, regu-
lations, and general comments on countries, port 
facilities, seasonal currents, ice, and climatic conditions: 
high-quality diagrams and photography help bridge 
crews interpret vital information when planning pas-

sage. Sailing Directions complement the Electronic 
Navigational Charts (ENC) employed by ECDIS, giving 
information that adds to the ship’s safety concerning 
the route to be taken during its voyage.

2.7.	 Global Maritime Distress and Safety System 
– GMDSS

The Global Maritime Distress and Safety System 
(GMDSS) is a global framework for maritime distress 
and safety communications, established in 1988 by 
the International Maritime Organization (IMO). It out-
lines the radiocommunications equipment required 
by ships, its maintenance and usage, and the context 
for establishing shore-based facilities to support 
GMDSS communications. Previously, distressed ves-
sels relied on alerting other ships using their radio 
equipment. GMDSS changed this by requiring vessels 
to send their alert to shore, which then coordinates 
rescue efforts. This change was linked to the Interna-
tional Search and Rescue Convention (SAR 
Convention) and the Worldwide SAR Plan. GMDSS 
also improved ships’ ability to declare distress and re-
ceive assistance from shore, and provided for the 
broadcast of essential safety-related information, 
Maritime Safety Information (MSI), which could be 
automatically received onboard ships at sea. Howev-
er, vulnerabilities related to individual systems have 
been identified.

2.8.	 Long Range Identification and Tracking 
– LRIT 

The Long-Range Identification and Tracking System 
(LRIT) (European Maritime Safety Agency (EMSA), 
2009) provides information on the ship’s identity. It 
offers comparatively safer data transport because 
satellite communications are the only means. Along 
with GMDSS, it is essential for search and rescue 
operations. The Denial of Service (DoS) assault is the 
most likely one that it could encounter. 

2.9.	 Phishing

Phishing is a social engineering attack that steals 
users’ information by fooling victims into opening 
malicious emails, instant messages, or text messages. 
The victim is deceived into opening a malicious link 
or file, resulting in malware installation, system 
freezing, or exposure of sensitive information. Email 
applications are critical in everyday shipping activities 
since they enable communication. Phishing is a 
human-related challenge that can only be effectively 
halted by humans, and there is no better means of 
avoiding threats from phishing attacks than through 
training. In the shipping industry, sailors and  
management utilise many applications, and email 
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applications have become an important aspect of 
day-to-day activities.

3.	 MARITIME CYBER-ATTACK INCIDENTS

There have been several assaults on ports, ships, and 
other data breaches throughout the years, proving 
that industry-specific cyberattacks are a reality. 
Hackers may be able to take over ship navigation and 
engine controls, access logistical software, and take 
advantage of financial records due to cyber threats 
and vulnerabilities. This section examines various 
cyberattacks that have occurred in the maritime 
sector in recent years:

3.1.	 Icefog

According to a Kaspersky assessment, an interactive 
espionage tool, advanced persistent threat (APT), has 
been operating since at least 2011. The technology, 
which malevolent people directly control, has target-
ed chiefly South Korean and Japanese government 
agencies and maritime corporations. Because of their 
persistence and capacity for evasion, APTs pose a se-
rious threat to governments and organisations. The 
goal of spear phishing emails used in icefog targeted 
cyberattacks is to trick the target into visiting a harm-
ful website or attachment. The first two vulnerabilities 
are exploited using Microsoft Office documents 
(Word and Excel) that drop and run the backdoor 
and show the victim a fake document. According to 
Kaspersky Lab (2013), these are often the attack tac-
tics that attackers employ the most these days.

3.2.	 NotPetya

While some A.P. Moller-Maersk employees received 
notices that their essential files were being encrypt-
ed, others started receiving notifications in June 2017 
that their file systems were being fixed. NotPetya’s 
hacking into Maersk and several other multinational 
companies began at this point (Capano, 2021). Not-
Petya gave the attackers the access they needed to 
compromise the entire system by successfully break-
ing into a single Odessa computer. Consequently, 
vital elements essential to preventing ship capsizing, 
like port facilities, reservation systems, and container 
loading systems, were stopped. Maersk created an in-
cident response team and set up a recovery centre to 
reduce the impact and aid recovery. The recovery op-
eration included hundreds of employees working 
day and night worldwide. Maersk staff later found 
that they had a backup in their Ghana office. Fortu-
nately, a power outage had disconnected the server 
from the network before the NotPetya attack, leaving 
one clean copy of the company’s domain controller 
data behind. The recovery team was relieved by the 

discovery of this backup. Overall, the estimated at-
tack cost to Maersk was between $250 million and 
$300 million (Capano, 2021).

3.3.	 Port of Antwerp

Between June 2011 and June 2013, a Belgian organ-
ised crime organisation attempted a cyberattack 
against two companies situated in the Antwerp port. 
After successfully breaking into the targeted compa-
nies’ computer networks, the group obtained private 
security data on the containers in the port. Because 
of this access, the organisation could steal cargo be-
fore the rightful owners could take possession. The 
thieves also used the port to smuggle drugs into the 
nation, taking advantage of the security flaw. When 
all containers went missing, port authorities realised 
there had been a breach. Authorities found more 
than a tonne of cocaine, worth 130 million pounds 
on the black market, and an equivalent amount of 
heroin during a police raid on the organisation (Bate-
man, 2013).

3.4.	 GPS Spoofing 

False GPS signals are sent to a targeted system as part 
of a cyberattack known as GPS spoofing, which pro-
vides inaccurate navigational data. This can have 
hazardous consequences for the marine industry,  
including groundings, vessel collisions, and naviga-
tional errors (Lo, 2019). A recent event in the Black Sea 
demonstrated how standard GPS spoofing has grown 
as a hazard to the marine sector. At different points in 
late June 2017, several nearby ships reported anoma-
lous GPS readings that misidentified their location at 
an airport. These incidents have raised concerns about 
cyberattacks and brought attention to the potential 
risks posed by GPS spoofing (Jones, 2017).

4.	 AWARENESS AND TRAINING 

Training and sensitization onboard ships are priori-
tized in order to enhance cybersecurity through 
addressing vulnerabilities and minimizing the poten-
tial for cyber incidents. Company policy must be to 
train the crew at all levels, including shipboard staff, 
on topics like recognizing phishing emails, password 
hygiene, and reporting suspicious activity. There 
must be an effective incident response plan, which 
outlines what to do in the case of a cyber incident, 
e.g., communications, roles and responsibilities, con-
tainment, investigation, and recovery processes. 
Effective change management processes should be 
implemented to guarantee IT or OT system changes 
are tested, approved, and documented to avoid un-
authorized changes that can potentially introduce 
vulnerabilities. Access control is also necessary, as it 
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limits user privilege levels and guarantees author-
ized personnel have access only to essential 
systems and information. Secure password policies, 
regular review of user privileges, and auditing of at-
tempts at unauthorized access are some of the 
things included.

Regular security awareness training is necessary to 
raise employee knowledge of the value of cybersecu-
rity and establish a security-conscious culture inside 
the company. Physical security measures must be im-
plemented to prevent unauthorised access to 
Information Technology (IT) and Operational Tech-
nology (OT) infrastructure. These measures include 
guarding server rooms, limiting physical access to vi-
tal equipment, and appropriately discarding sensitive 
data.

Third-party management is also crucial because busi-
nesses must evaluate the cybersecurity capabilities of 
their third-party suppliers and service providers, per-
form due diligence investigations, and incorporate 
contractual requirements by the company’s stand-
ards. Businesses can improve their cybersecurity 
posture and help reduce cyber incidents on ships by 
using such procedural protective measures.

4.1.	 Collaboration and Information Sharing 

Det Norske Veritas (DNV) has identified the need for 
cooperation and exchange of information among 
government agencies, port authorities, ship owners/
operators, and cybersecurity professionals to improve 
the maritime sector’s cybersecurity stance. Neverthe-
less, just 31% of maritime industry professionals feel 
that organisations share effectively on cybersecurity 
threats, risks, and incidents (DNV, 2023). This failure to 
share information effectively prevents proper indus-
try standards and best practices from being 
developed. DNV stresses improved information  
exchange and cooperation between maritime organ-
isations, encouraging openness in discussion and 
exchange of experiences and difficulties. Knowledge 
sharing will assist in developing industry standards 
and best practices to create a robust cybersecurity 
stance. DNV also stresses acquiring a more risk-con-
scious workforce and a cybersecurity-aware culture, 
with hands-on training programs to keep employees 
adequately aware of cybersecurity risks and best 
practices. Collaboration, sharing of information, and 
training are DNV’s main recommendations for the 
maritime sector to step up its cybersecurity capabili-
ties and meet challenges.

4.2.	 Future Trends 

Finally, a summary of the topic of cybersecurity may 
touch on new developments in the field that may 

affect cybersecurity, such as the rise in automation 
(autonomous ships), future Internet requirements, 
and other issues relating to automation. This review 
of cybersecurity in the marine business aims to give a 
concise, straightforward, and educational synopsis of 
the main factors and concerns surrounding 
cybersecurity in the maritime sector.

5.	 RECOMMENDATIONS AND FUTURE 
WORK

5.1.	 Recommendations for Enhancing 
Cybersecurity Awareness

The paper outlines the recommendations to improve 
cybersecurity awareness in the maritime sector. It 
recommends having an exhaustive training program 
on different areas of cybersecurity, such as phishing 
emails, strong passwords, potential threats, and sus-
picious activities reporting. Training sessions should 
be conducted periodically for all crew members, and 
new hires should be trained during onboarding. 
Open communication about cybersecurity concerns, 
reporting potential vulnerabilities, and rewarding 
good practices are encouraged. Regular assessments 
of cybersecurity vulnerabilities and risks should be 
conducted, evaluating the effectiveness of existing 
security measures and implementing necessary 
changes. Strong access controls and user permis-
sions should be in place, and shipboard systems 
must be updated and patched regularly. Secure com-
munication practices must be prioritized, including 
utilizing encrypted channels and not sharing sensi-
tive information on unsecured networks. Crew 
members must be trained on secure communication 
procedures and equipped with the necessary tools 
and resources. An overall incident response plan 
should be created that defines procedures for the de-
tection, containment, mitigation, and recovery from 
cybersecurity incidents. Stakeholder collaboration 
and information exchange must be facilitated, such 
as ship operators, port authorities, and cybersecurity 
professionals. Timely channels for cybersecurity 
alerts, advisories, and industry news must be provid-
ed. Drills and exercises can be regularly carried out to 
evaluate the efficacy of cybersecurity controls and 
prepare the crew to respond to cybersecurity breach-
es. The maritime sector can strengthen its overall 
cybersecurity stance and reduce cyberattack threats 
by adopting these proposals.

6.	 CONCLUSION

As shipping becomes more dependent on digital 
technologies, the threat of cyberattacks against ships, 
ports, and related systems has substantially increased. 
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This study emphasizes the importance of human fac-
tors in cybersecurity risks within maritime. Although 
improved cybersecurity technologies offer imperative 
protection, these are frequently compromised by a de-
ficiency of awareness, inadequate training, and human 
error. Cyber attacks like phishing, social engineering, 
GPS spoofing, and malware target the weakest link of 
the security chain—the seafarer. With the use of a mix 
of literature review, expert interviews, surveys, and 
simulation-based tests, the research recognises the 
prevalence of human-derived vulnerabilities and 
measures the positive effect of targeted training pro-
grams. Significantly, more than 60% of the surveyed 
seafarers received little or no cybersecurity training, 
highlighting the imperative for reformation in educa-
tion. Simulation exercises witnessed a notable 40% 
threat response improvement in individuals who un-
dertook targeted training, supporting the efficacy of 
proactive learning programs.

In order to overcome these challenges, the paper 
recommends the incorporation of enhanced cyber-
security awareness and training into current maritime 
training and certification programs. Real-time simula-
tion, behavioural evaluation, and ongoing upskilling 
should be adopted as best practices. Additionally, 
businesses need to formulate effective cybersecurity 
policies, incident response frameworks, and access 
control measures to lower exposure to cyber threats. 
Collaboration and sharing of information among 
maritime stakeholders—shipowners, port authorities, 
regulators, and cybersecurity specialists—are also 
crucial. Without a culture of transparency and coop-
eration, the industry cannot collectively develop 
resilience. Future studies will need to investigate the 
consequences of rising automation, the application 
of artificial intelligence, and the development of cy-
ber-physical systems on board ships.

In summary, the creation of a cybersecurity-aware 
maritime labour force is not just a matter of 
operational need but one of strategic importance. 
Managing human factor threats through education, 
policy, and cooperation will be instrumental to the 
future security of maritime operations in a more 
digital world.
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